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Abstract of the contribution: This document proposes a new solution to enable traffic steering, switching and splitting between 3GPP access and WLAN according to the requirements defined in Key Issue 20.
6.20
Solutions for Key issue 20: Traffic Steering, Switching and Splitting between 3GPP and non-3GPP Accesses
6.20.x
Solution 20.x: Solution based on ATSSS Function

This solution addressed key issue 20 on Access Traffic Steering, Switching and Splitting (ATSSS).

The solution enables
a)
the UE to perform access traffic steering, i.e. to perform access selection (3GPP access or WLAN access) when it initiates a new data flow;

b) 
the network to initiate access traffic switching, i.e. to switch a data flow from 3GPP access to WLAN access or vice versa; and

c) 
the network to initiate access traffic splitting, i.e. to split a data flow over both 3GPP access and WLAN access (for bandwidth aggregation).
To enable the above capabilities, the following rules are defined:
1) 
Access traffic steering rules: These rules are provided to UE by the network and are used by the UE for access selection when initiating a new data flow. As an example, an access traffic steering rule may indicate "select 3GPP access for app-x" or "select WLAN access for non-IMS traffic between 9am and 5pm".

2)
Access traffic switching rules: These rules are configured in the policy function in the NextGen CN and are used to determine when one or more data flows should be moved from 3GPP to WLAN or vice versa. As an example, an access traffic switching rule may indicate "move video streaming flows to WLAN when the 3GPP access gets congested" or "move video streaming flows to WLAN when their duration exceeds 20s" or "move data flows to WLAN when the data balance of subscriber exceeds 80%".

3)
Access traffic splitting rules: These rules are configured in the policy function in the NextGen CN and are used to determine when one or more data flows should be split across 3GPP and WLAN accesses. The split of flows can facilitate bandwidth aggregation. As an example, an access traffic splitting rule may indicate "split HD video streaming flows for 'gold' users when their duration exceeds 10s".
6.20.x.1
Architecture Description

The architecture diagram is shown in Figure 6.20.x.1-1 for the case of trusted WLAN. 

Editor’s Note: The intention of this solution is to apply (a) for trusted WLANs and un-trusted WLANs and also (b) for both seamless and non-seamless WLAN offload (as defined in TS 23.402). However, the solution currently concentrates on trusted WLANs. How it can be applied to un-trusted WLANs with seamless or non-seamless offload is FFS and will be covered in future updates. 
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Figure 6.20.x.1-1: Architecture diagram 
NOTE 1: 
The architecture diagram does not display some CP interfaces (e.g. NG2, NG4) because such interfaces are not used by this solution. 

Elements of the architecture:

ATSSS Function:
This is the main functional element of the solution. The ATSSS Function is user plane function. All traffic that can be switched or split is anchored in the ATSSS Function as specified below (it operates as a kind of transparent proxy). The ATSSS Function receives switching & splitting rules from the policy function and applies these rules to determine when traffic should be switched or split between 3GPP and WLAN access. In addition, the ATSSS Function may receive steering rules from the policy function and may send these rules to UEs. The ATSSS Function maintains a control connection with the UE (via NGa interface) over which it can send to UE switch/split commands and steering rules. 

Policy Function:
The details of the policy function are expected to be specified as part of the Policy Framework. This solution only assumes that there is a policy function in the NextGen CN which can provide to ATSSS Function rules for access traffic steering, switching and splitting. In addition, the policy function may need to provide to UP functions steering rules for steering certain flows to the ATSSS Function. The policy function may interface with additional functional elements not shown in Figure 6.20.x.1-1.
UE:
The UE establishes a control connection with the ATSSS Function over the NGa interface. Via this connection, it may receive steering rules which are applied for access selection (selecting between 3GPP and WLAN) when initiating a new data flow. Also, the UE may receive switching and/or splitting commands from the ATSSS Function when the network decides to switch or split one or more of the UE’s data flows.
NGa:
An interface used by the UE to establishes a "control" connection with the ATSSS Function. This control connection is realized over TCP, i.e. over the NextGen user plane. Via the NGa interface the ATSSS Function may send steering rules to UE and commands for switching or splitting certain data flows.

NG3:
The regular UP interface between the NextGen RAN and the UP functions in the NextGen CN. It is assumed that an NG3 interface exists also between a trusted WLAN and the UP functions in the NextGen CN.

NGau:
Via the NGau interface the UP functions can forward certain data flows to the ATSSS Function in order for these flows to be later switched or split between 3GPP and WLAN access. This interface carries UP traffic only.

NGpu:
Via the NGpu interface the policy function sends to UP functions steering policy which is applied to steer selected data flows (both in the uplink and downlink direction) to the ATSSS Function via NGau. These data flows can then be switched or split between 3GPP and WLAN accesses based on the switching & splitting rules. This interface is not required when the ATSSS Function is configured in the UE as a proxy (this is further discussed below).The details of this interface are FFS (and should possibly be considered as part of the Policy Framework). 
Editor’s note: It is FFS if the NGpu interface is a direct interface between the policy function and the UP functions or if it goes through the session management function. 
NGap:
Via the NGap interface the policy function can send steering rules to the ATSSS Function, which may then be sent to UE via NGa. Also the policy function may send switching & splitting rules to the ATSSS Function which can be used to determine when certain flows should be switched or split between 3GPP and WLAN accesses.

6.20.x.2
Functional Description

6.20.x.2.1
Operation Overview

The high-level operation of the solution is illustrated in Figure 6.20.x.2.1-1. More details are provided in subsequent clauses (see e.g. the clause on signalling flows).
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Figure 6.20.x.2.1-1: High-level concept of operation 

The ATSSS Function may expose a private IP address (accessible via the NextGen CN only), a public IP address (accessible via the public Internet), or both. A public IP address would facilitate connections to ATSSS Function via un-trusted WLANs but the details of this scenario are currently FFS.

After the UE establishes the control (TCP) connection with the ATSSS Function, the UE and the ATSSS Function are mutually authenticated (e.g. similarly to how the UE and the ANDSF in EPC are mutually authenticated). Via this connection the UE may receive new/updated steering rules. Also, the UE informs the ATSSS Function of its IP address over 3GPP access and of its IP address over WLAN access. These addresses are used by the ATSSS Function (a) to determine if the UE has connectivity to both accesses and (b) to determine (by looking at the IP source address) which UE is associated with a data flow and which access is being used for this data flow.

The ATSSS Function operates as a transparent TCP/UDP proxy (i.e. the UE does not know if its traffic goes through the ATSSS Function). Traffic initiated by the UE can be steered to the ATSSS Function via the steering rules provided to UP functions by the policy function (via NGpu).

Editor’s note: Alternatively, the ATSSS Function may be configured in the UE (via NGa) e.g. as a SOCKS proxy. In this case, the UE sends some/all data flows to the IP address of ATSSS Function and therefore the UP functions need not be configured with steering rules by the policy function (so the NGpu interface is not required). It is FFS if this alternative is preferable over the transparent proxy case.

Note in Figure 6.20.x.2-1 that all data flows which may be switched or split between 3GPP and WLAN are anchored at the ATSSS Function. When the ATSSS Function decides to switch or split a data flow it sends a command to UE (via NGa) to establish a new access leg for this flow (see the Add_Access message) and to either switch all flow traffic to this access leg (mode=switch) or to split the flow traffic across the two access legs (mode=split).

In case of a TCP flow, a new access leg is established by creating a new TCP connection over the new access. The new and the old TCP connections over 3GPP and WLAN accesses respectively are associated with each. The operation of the two associated TCP connections is based on the Multipath TCP (MPTCP) protocol specified in RFC6824 as further explained below.

In case of a UDP flow, a new access leg is established by creating a new UDP association (being defined by a new 5-tuple) between the UE and the ATSSS Function over the new access. 

Editor’s note: How UDP flows can be switched and split are currently FFS.
Editor’s note: The solution can support traffic steering for IP and non-IP data flows (by provisioning the appropriate steering rules in the UE). However, traffic switching and splitting is currently considered only for TCP and UDP flows. It is FFS if traffic switching and/or splitting is required for non-TCP and non-UDP data flows.
6.20.x.2.2
Protocol Architecture

Figure 6.20.x.2.2-1 below shows the protocols running in the UE and in the ATSSS Function as well as how these protocols can realize multiple access legs (over 3GPP and WLAN accesses) for a single data flow. 
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Figure 6.20.x.2.2-1: Protocol Architecture  

ATSSS client/server: 
The ATSSS client in the UE and the ATSSS server in the ATSSS Function are the two endpoints for the control connection over NGa. The ATSSS client in the UE receives switching and splitting commands from the ATSSS server and configures the SSF in the UE to operate according to these commands (e.g. to initiate an new access leg for a data flow, to split the traffic of a data flow across two access legs, etc.). 
Switching/Splitting Function (SSF): The SSF protocol operates on top of TCP/UDP and is responsible for creating one or more access legs for a data flow and then scheduling the traffic of the flow across these access legs. The scheduling behaviour of SSF is configured by the layer above SSF (i.e. by the ATSSS client in the UE and the ATSSS server in the ATSSS Function). The SSF may send all traffic of the flow onto one access leg (when configured in switch mode) or may send all traffic of the flow onto two access legs (when configured in split mode).

For TCP flows the SSF operation is based on the Multipath TCP (MPTCP) protocol as specified in RFC6824. The ATSSS client in the UE and the ATSSS Server in the network maintain an API with their SSF via which they can control the MPCTP behaviour of SSF. Details of this API are provided in RFC6897. It is noted however that since the UE and the ATSSS Function maintain a control connection (via NGa) some aspects of MPTCP may be optimized. For example: 

1.
When the UE sends its IP addresses to ATSSS Function via the control connection, the UE can indicate which IP address is used for WLAN access and which IP address is used for 3GPP access. This way, when the ATSSS Function receives a new data flow, it knows (by looking at the IP source address) if it is carried over WLAN or 3GPP access. Such capability is not supported by the address advertisement mechanism of MPTCP.

2.
When the ATSSS Function receives a new data flow it can identify the UE that originated this data flow (again by looking at the IP source address). This way the ATSSS Function can enforce UE-specific switching and splitting policies, e.g. policies based on subscription information, policies based on the UE type, etc.

3.
The UE does not need to advertise its addresses (via the MPTCP ADD_ADDR option; see RFC6824) every time it starts a new TCP connection. In fact, address addition or removal is implemented "out-of-band" (via NGa) and applies to all ongoing TCP connections of the UE.

Editor’s note: Further details are needed here to clarify how the "out-of-band" signalling (via NGa) between the UE and ATSSS Function can optimize the MPTCP operation. Such optimizations need to be compliant with the MPTCP protocol so that no MPCTP changes are needed.

The SSF can operate in two modes as shown in Figure 6.20.x.2.2-2. In split mode, all data flow traffic is transmitted on both access legs. In switch mode, all data flow traffic is transmitted on the 'active' access leg, the other leg being in standby. The ATSSS Function can change the 'active' access leg whenever the data flow traffic needs to be moved to a different access.
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Figure 6.20.x.2.2-2: Modes of SSF operation (UE side)

Editor’s note: For UDP flows the operation of SSF is FFS. Switching a UDP flow between 3GPP and WLAN accesses should be straightforward. However, splitting a UDP flow on both 3GPP and WLAN accesses may be more challenging since UDP does not provide link-quality metrics to be used for scheduling.

6.20.x.2.3
Signalling Flows

Figure 6.20.x.2.3-1 illustrates how a TCP flow can be switched between 3GPP and WLAN access.
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Figure 6.20.x.2.3-1: Switching the traffic of a TCP flow between 3GPP & WLAN access
1.
The UE establishes a control connection with the ATSSS Function. The IP address of ATSSS Function (IP-c) can either be pre-configured or discovered by the UE (e.g. via DNS lookups). After a mutual authentication the UE sends to ATSSS Function its IP address over WLAN and its IP address over 3GPP access. This way the ATSSS Function is informed that the UE is connected to both accesses and it can later identify when the UE initiates a new data flow over WLAN or over 3GPP access (by looking at the IP source address). The ATSSS Function may send new Steering rules to UE which are used for access selection every time the UE initiates a new data flow.

2.
The UE starts a TCP-based video streaming flow toward a remote host in the Internet. Based on the configured Steering rules the UE starts the flow over 3GPP access.

3.
The UE initiates a TCP connection to the remote host. This TCP connection is steered by the UP functions in NextGen CN to the ATSSS Function, which terminates the TCP connection and initiates a second TCP connection to the remote host (via its IP-e address which is accessible from the Internet). By looking at the IP source address, the ATSSS Function identifies the UE that originated this flow and the access being used. The TCP connection between the UE and ATSSS Function is an MPTCP connection i.e. carries the MP_CAPABLE option and exchanges 64-bit keys between the UE and ATSSS Function. These keys are used for authenticating and associating future TCP connections with the existing TCP connection (see details in RFC6824).

4.
TCP/HTTP traffic is exchanged between the UE and the remote server via the ATSSS Function which relays traffic between the internal and external TCP connections.

5.
At some point, the ATSSS Function decides (e.g. based on the switching rules received from the policy function) to move the streaming flow to WLAN access. The ATSSS Function knows the UE is connected to WLAN because the UE (in step 1) has advertised an IP address for WLAN access (IP-2). Via the control connection, the ATSSS Function sends an ADD_ACCESS request to UE in order to establish an access leg over WLAN access. This message includes a session reference which references the existing TCP connection established in step 3. It also indicates that the new access leg should be established over WLAN and that the two access legs should operate in switch mode with the WLAN leg being the active one.

NOTE 1:
Apparently, the UE may reject the ADD_ACCESS request e.g. when the UE considers that the WLAN signal is currently too small.

NOTE 2:
The ADD_ACCESS request may request the UE to establish an additional access leg for several existing data flows (not only for one). This way the ATSSS Function may request the UE to move several data flows to WLAN access at once.
6.
The ATSSS client in the UE instructs the SSF in the UE to establish a new leg for the existing MPTCP connection. So, the UE initiates a new TCP connection which carries the MPTCP MP_JOIN option according to RFC6824. The Token in the MP_JOIN option is used for authenticating this new TCP connection and joining it with the existing TCP connection (see details in RFC6824).

7.
The UE and the ATSSS Function forward all data flow traffic over the WLAN access.

8. 
Further later, the ATSSS Function decides to move the data flow traffic back to 3GPP access. Since the UE has already a 3GPP access leg (in standby mode), the ATSSS Function sends a CHANGE_ACCESS request to UE which changes the 3GPP access leg to active mode.

9.
The UE and the ATSSS Function forward all data flow traffic over the 3GPP access.

Figure 6.20.x.2.3-2 illustrates how a TCP flow can be split on both 3GPP and WLAN accesses.
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Figure 6.20.x.2.3-2: Splitting the traffic of a TCP flow on both 3GPP & WLAN accesses
All the steps are essentially the same as the steps in Figure 6.20.x.2.3-1 discussed before. The difference is in step 5 where the mode in now indicated as 'split'. As mentioned above, the ADD_ACCESS message may reference not only one existing TCP connection but multiple so it can request the UE to split multiple data flows on both accesses. The UE establishes a new TCP connection over WLAN access which carries the MPTCP MP_JOIN option and is thus joined with the existing TCP connection. This join occurs in the SSF in the UE and in the ATSSS Function (see the protocol architecture). As a result, the DL streaming traffic sent by the remote host is split by the ATSSS Function across 3GPP and WLAN accesses and the UE recombines the traffic by following the applicable MPTCP procedures.

Editor's note: Several aspects of the solutions are still FFS. For example, the operation of UDP flows, the operation with un-trusted WLANs, the operation when the UE losses the WLAN signal, etc. need to be considered and specified.
6.20.x.3
Solution evaluation

Editor's note: This clause will contain evaluation on the system impacts, e.g., UE, access network and non-access network.
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